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ABSTRACT (12pt Bold)

The research objective is to describe the correlation between policies and gender
mainstreaming in the context of information protection and electronic transactions. Cyber
security, especially for women, has become an urgent issue in the current digital era, where
social media and online platforms increasingly dominate interactions. The literature review
method analyses the discourse structure in several articles and literature from reputable
national and international journals. Several articles from Google Scholar are categorized
according to the type of case in research. This article juxtaposes several articles on
electronic information and transactions law (ITE law) with women's specific cyber safety
needs. Among other things, articles relating to gender mainstreaming are in articles 27, 3,
28, paragraph 1, 32, paragraphs 1,2,3, and articles 45, paragraph 1. Through this approach,
inclusive and gender-oriented public policies can provide a strong foundation for
strengthening security—female cyber. By highlighting existing challenges and opportunities,
this article proposes concrete strategies for integrating gender aspects in cyber policy,
especially in the domain of cyber security for women.
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A. INTRODUCTION

Gender policies and mainstreaming intersect in various sectors of life and intersect
with various fields (Caglar, 2013; Walby, 2005a, 2005b), especially today with
digitalization (Ariansyah et al., 2023; Radulovi¢ & Hervias-Parejo, 2022) and
protection of information in electronic transactions (Cain & Imre, 2022; Mashatan et
al., 2022). At the same time, cyber security is considered a primary need for an
information society amidst a flood of information in the media. The foundation of digital

interaction is maintaining integrity (Wang et al., 2020) and data confidentiality (Chen
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et al., 2020). Amid advances in information and communication technology, the role of
gender in cyber security is becoming increasingly important. Women, often vulnerable
subjects in the online world, require special protection and attention in this context.

The Information and Electronic Transactions Law (UU ITE) directly relates to
various issues of gender mainstreaming and freedom of information. This article
explores the correlation between policy and gender mainstreaming in dealing with the
ITE Law by focusing on aspects of cyber security for women, which are often ignored
in policy discussions. Several articles in this law are often considered an important
legal basis for regulating various aspects of electronic activities in Indonesia,
especially those related to user safety (Perdana, 2020).

In its implementation, there are challenges and debates related to gender equality
and cyber security. Various provisions in the ITE Law, such as regarding misuse of
social media (Stephenson et al., 2018) and online content (Wardani & Indrayani,
2018), can have a significant impact on women, both in terms of privacy and security
(Setiyaningsih et al., 2021). It should be noted that women are often the targets of
online crimes, such as online sexual harassment, fraud and other cyber harassment.
This emphasizes the importance of developing policies that integrate gender aspects
and consider women's special needs in cyber security.

Mainstreaming gender in cyber policy can ensure that women's perspectives,
needs and experiences are accommodated effectively in cyber protection efforts (Vida,
2021). However, efforts to present inclusive and gender-oriented policies in cyber
security take work. Challenges faced include limited understanding of how gender
influences risks and vulnerabilities in the cyber domain, a lack of detailed data on the
impact of cybercrime on women, and unequal access to and use of information
technology between men and women.

Analysis was carried out on policy products from several articles of the ITE Law
and cyber security approaches focusing on women and gender mainstreaming efforts.
By considering the social, cultural and political context surrounding policy
development, laws are used to ensure better protection of women in the digital space.
Article 27(1) relates to the distribution of electronic data that violates morality. Another
article involved in this research relates to the dissemination of information that causes

insults and defamation (article 27, paragraph 3). Meanwhile, in article 28 (1), the
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spread of false news that is misleading results in losses in electronic transactions.
Then also those related to personal data protection (article 32, paragraphs 1, 2,3).
Furthermore, the article that has much to do with the exchange of information is 45 A
(1) concerning hoaxes and false information (Information and Electronic Transactions,
2016).

Distribution of electronic data that violates decency and gender issues is a daily
problem faced by women in the digital era (Maris et al., 2020; Knokos & TuXOHOB,
2023). Concrete forms can be exemplified by the spread of pornographic content,
virtual rape in online games, and online sexual harassment via social media platforms.
This phenomenon not only violates the norms of decency that exist in society but also
often creates an unsafe environment for individuals, especially women and children.
To respond to this challenge, firm and inclusive policies are needed. This includes
strong regulations to enforce the law against perpetrators of violations, cooperation
between government, industry and civil society to monitor and report violating content,
and public education efforts on digital ethics and gender awareness.

Hoaxes, personal data protection, and electronic transaction losses are
interrelated issues in cyber security, with gender aspects playing an important role
(Rumlus & Hartadi, 2020; Siahaan, 2022). Hoaxes spread via social media often
create vulnerability to identity theft and online fraud, which can disproportionately
impact women. Protecting personal data is becoming increasingly important in
preventing the exploitation of women, who are often the main targets of cybercriminals.
Additionally, electronic transaction losses, such as credit card fraud or illegal money
transfers, can harm women economically and even exacerbate gender gaps.
Therefore, policies that integrate gender aspects to prevent and enforce laws against
hoaxes protect personal data and electronic transactions are crucial for creating a
safer and more inclusive digital environment for all individuals.

Meanwhile, cases of disseminating information that causes insults and defamation
in the context of gender issues are a serious form of cybercrime. This can include
spreading false rumours, manipulative photos or videos that insult or slander someone
based on their gender or sexual orientation. The impact can be very damaging, both
emotionally and socially, especially for the individual who is the victim. Efforts involving

strict supervision of harmful online content, effective law enforcement against cyber
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criminals, and public education campaigns are the answer (Castafio-Pulgarin et al.,
2021). In addition, it is important to strengthen gender awareness among internet
users to better understand and respect individual rights and treat everyone with

respect and empathy, regardless of sex, gender or sexual orientation.

B. METHOD

This type of descriptive research is done by reviewing several articles related to
the specified topic. In determining topics, issues are categorized based on the content
of the articles in the ITE Law that intersect with gender mainstreaming issues. The
categories include information containing insults, hoaxes, verbal and non-verbal
violence, and personal data protection. Research sources were selected based on
issues and categories involving several articles found on Google Scholar. Data
collection techniques were carried out by selecting journals based on categories and
collecting articles (Lewis, 2006). The analysis method is carried out by grouping issues
based on categories, filtering articles by year, topic and country (Cairney et al., 2022),
and conducting structured and narrative analysis of selected articles; the final step is

to conclude the synthesized analysis results (Pandey et al., 2023).

C. RESULT AND DISCUSSION

Women's Cyber Security Challenges in Framing Electronic Information and

Transaction Law Policies

In an increasingly complex digital era, cyber security for women is becoming
increasingly important in the policy-framing process related to the ITE Law. Women
often face unique risks and threats in the online environment, which require special
attention in cyber policy development. In this context, several main challenges need
to be addressed to ensure adequate protection for women within the framework of the
ITE Law.

Firstly, one of the main challenges is the inequality of information technology
access and skills between men and women. Women often have lower access to
information technology and cyber security training than men. This can increase

women's vulnerability to cyberattacks and make it more difficult for them to take
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effective action to protect themselves online. Therefore, in the ITE Law policy framing
process (Ramadhani, 2023), it is important to consider these challenges and include
measures to increase women's access to cybersecurity training and information
technology resources.

Secondly, gender stereotypes and patriarchal cultural norms also pose serious
challenges in protecting women in the online environment. Women are often targets
of sexual harassment, blackmail and gender-based discrimination online. It can create
an unsafe and unfriendly online environment for women, hindering their participation
in digital spaces. Therefore, in the ITE Law policy framing process (Suci et al., 2023),
it is important to integrate gender perspectives and recognize the impact of gender
differentiation in online experiences. Policies must be designed to protect women
under Article 27 from gender violence and online discrimination, as well as promote
an online environment that is inclusive and safe for all individuals, regardless of gender
(Novitasari et al., 2023).

Another challenge is the need for more awareness and education about cyber
security among women. Many women may need to be more educated about cyber
risks and precautions, making them more vulnerable to cyber-attacks. Therefore, in
the policy framing of the ITE Law, it is important to include initiatives to increase
awareness and education about cyber security among women. It can be done through
education, training and outreach campaigns aimed specifically at women so that they
can recognize and address cyber threats more effectively.

In facing the challenges of Women's Cyber Security (O'Connell, 2012; von Solms
& van Niekerk, 2013) in the policy framing of the ITE Law, it is important to adopt a
holistic and inclusive approach. Policies must consider women's specific experiences
and needs in online environments and recognize the important role women play in
advancing overall cyber security. Only by taking gender aspects into account in the
policy-framing process can we ensure that the ITE Law provides adequate protection
for all individuals, regardless of gender.

Another connection is with various policy products where several articles of the
ITE Law (2016) and cyber security approaches focus on women and efforts to pay
attention to gender equality (O'Connell, 2012; Sun et al., 2018). Considering the social,

cultural and political context that influences policy formation, this law ensures more
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effective protection of women in the digital realm. Article 27(1) relates to the
distribution of electronic data that violates moral norms. Another article analyzed in
this research is related to disseminating derogatory and defamatory information
(article 27, paragraph 3).

Meanwhile, article 28 (1) discusses the spread of fake news, which can mislead
and result in losses in electronic transactions. In addition, article 32, paragraphs 1, 2
and 3 deal with protecting personal data. Another significant article is 45 A (1), which
regulates the spread of false information and hoaxes. Through analysis of these
articles, steps can be taken to strengthen cyber security policies and practices that are

more inclusive and responsive to the needs and safety of women in the digital world.

Gender Sensitive Cyber Policy in strengthening Women's Protection

Gender-sensitive cyber policy is a policy approach that considers gender
differences and their impact on women's protection in the digital space (Indah et al.,
2023). In this context, the adopted policy integrates a gender perspective in every
stage of planning, implementation and evaluation to ensure that women's needs,
experiences and safety are accommodated effectively (Dewi, 2021). This approach
aims to address gender inequalities in access, control, and security in the online world
and reduce the risks and vulnerabilities experienced by women about cyber threats.

The first, gender-sensitive cyber policies consider gender differentiation in online
experiences and needs (Birchall, 2018). It includes recognizing that women often face
unique risks and threats in the digital environment, such as sexual harassment,
blackmail, and gender-based discrimination. Therefore, the policy is designed to
identify and address these issues, providing greater protection for women in
vulnerable situations.

The second, the policy considers information technology access and skills
inequality between men and women (Teixeira, 2023; Utami, 2019). Women often need
more access to information technology and cyber security training, which can increase
their vulnerability to cyberattacks. Therefore, gender-sensitive cyber policies propose

measures to increase women's access to information technology training and
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resources and ensure that online infrastructure and services consider women's needs
and capabilities.

The third, the policy also considers the important role of women in promoting cyber
security (Anwar et al., 2017; Bagchi-Sen et al., 2010). Women often have a significant
role in protecting families, communities and organizations from cyber threats.
Therefore, gender-sensitive cyber policies encourage women's active participation in
efforts to prevent, detect and deal with cyber crimes. It can be done through education,
training and support for women to become leaders in cyber security.

Furthermore, the policy considers gender stereotypes and patriarchal cultural
norms that can influence women's perceptions and experiences in the digital space.
Gender-sensitive cyber policies emphasize the importance of addressing online
gender discrimination and creating an online environment that is inclusive and safe for
all individuals, regardless of gender. This can be done through gender awareness
campaigns, training on gender justice, and support for women who are victims of
cybercrime (Wardhani & Maulina, 2022).

Adopting gender-sensitive cyber policies requires involving all stakeholders,
including government, non-governmental organizations, the private sector and civil
society. Only with strong cross-sector collaboration can we build a safer, more
inclusive and equitable online environment for all individuals, regardless of gender.
Thus, this policy is important in strengthening women's protection and realizing the
vision of an internet free from violence and discrimination.

Examples of relevant policies include laws on cybercrime, social media platform
regulations prohibiting harmful content, and training programs to increase gender
awareness among online users. Countries such as Australia, Canada, and Europe
have a similar approach to approaches to the problem. Through cross-sector efforts
and strong collaboration between government, industry and civil society, it is hoped
that the distribution of electronic data that violates decency and gender can be
significantly reduced, creating a safer and more inclusive online environment for all

individuals.
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D. CONCLUSION

Gender policies and mainstreaming confronting the Information and Electronic
Transactions Law with Women's Cyber Security demonstrate efforts to ensure gender
protection, participation and equality in information and communication technology.
Forms of policy implementation to support gender mainstreaming include cyber
security for women, increasing participation in spreading and countering hoaxes,
equality of access and opportunities in obtaining and distributing information, gender
partnerships and collaboration, and integrating regulations supported by culture. In
various articles related to distribution, consumption and production, information needs
to be matched with gender mainstreaming values to be balanced. Public policies that
consider all groups and focus on gender equality can be a solid basis for improving
cyber security for women. By identifying the challenges faced and the opportunities
available, this article proposes specific steps to incorporate gender dimensions in

cyber policy, especially regarding cyber security for women.
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